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LIFE RADAR

A MANAGED SECURITY INFORMATION AND EVENT
MANAGEMENT

Orsanizations today face a host of new challenges that drive them to deploy various technologies to
help manage constantly evolving security threats and regulatory compliance requirements. They are
looking for an end-to-end solution that can help them plan, design, build, or transit their existing security
information and event management (SIEM) investment for an effective managed security solution.

LifeTech’s Life Radar — a Managed Security Information and Event Management service — is designed
to provide 24/7 expert monitoring and response for the most complex and challenging environments.
The solution offers real-time threat monitoring, escalation, incident reporting, and remediation assistance
designed to stop and reduce the impact of security breaches any time and any place with added SIEM
solution/device management.
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LIFE RADAR

MANAGED SECURITY INFORMATION AND EVENT MANAGEMENT

LIFE RADAR FEATURES

Integrates into and supports existing security incident - Supports complex cross device, cross-division use cases

management, process of change management, and and correlations
other IT-related processes and operational functions

+  Supportscomplex structures of compliance requirements

Full visibility, control and readability access to all collected and asset profiling

log events with the ability to create ad-hoc reports

+  Support for legacy technologies with the ability to

+  Provides structured and phased approach of activities: preserve existing IT security management investments
requirement gathering, planning, implementation and on-
going solution management *  Industry leading service level agreements

LIFE RADAR VALUE PROPOSITION

* Helps reduce the cost and complexity of managing SIEM  +  Facilitates operational efficiency and flexibility to help
technology and resources meet changing business demands

+  Enables an improved security and compliance posture

LIFE RADAR PACKAGES

SIEM On-Premise (Customer’s location) SIEM Off-Premise (LTS environment)
Monitoring 24x7x365 24x7x365
Location of QRadar At customer's premise At LifeTech MSIEM environment
Location of NAS At customer's premise At LifeTech MSIEM environment

Event collectors needed at customer’s premise

Log Collectors Not needed connected to LTN via site-to-site VPN tunnel

Discovery of Logs Logs are sent straight to SIEM at Logs are collected by log collectors before being
4 S customer’s premise sent to the SIEM at LTN

Customer's Existing Used for LTS SOC to access the SIEM tool Used to send logs to SIEM tool located at LTS

Internet Connection at customer’s environment environment via site-to-site VPN tunnel

Customer’s
Environment Access

Not accessed by anyone, except in the event of

Accessed by LTS SOC .
maintenance

VPN Endpoints

Firewall to Firewall Firewall to Firewall

Data Residency

Customer’s premise. Will not go out of LTS environment. Will not go out of LTS
customer’s environment environment




